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METHOD AND SYSTEM FOR EXECUTING 
MULTIPLE TASKS IN A TASK SET 



FIELD OF THE INVENTION 



Id 



10 



The present invention relates to execution of multiple 
tasks by a task processing element and, in particular, to 
a method and system for executing multiple tasks as part 
of a communications prorocol, such as a routing protocol. 



BACKGROUND OF THE INVENTION 



In order for a router to participate in a routing 
15 protocol with one or more neighbouring nodes, the router 

p must be capable of responding to messages received from 

it 

those neighbouring nodes. Depending on the type of 
□ received message, different types o.f tasks will be 

^ scheduled for execution by a central processing unit 

20 (CPU) within the router. For instance, some messages 
will require a timely response ro the render in order to 
show that the router is functioning properly. other 
received messages, such as network topology updates, do 
not require a speedy response to be issued but instead 
25 may require a large background prbc&ssing job to be 
initiated by the CPU. 

If the router is currently in the process of receiving a 
message of the former type, i.e., requiring a timely 
30 response, but the CPU is busy handling a previously 
received message that has initiated a lengthy background 
processing job, then the router will temporarily be 
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unable to respond to the currently received message. 
Under such circumstances, tasks associated with 
responding to the currently received message will be 
added to a set of tasks (e.g., in the form of a list) 
5 chat shall be performed by the CPU as soon as it is free 
to do so. As tasks are completed, they are removed from 
the set of tasks or otherwise marked as complete. 

Consequently, the set of incomplete tasks grows and 
shrinks dynamically, depending on the rate of arrival of 
new messages and also depending on the rate at which 
previously received messages can be processed by the CPU, 
Whether the router can respond in a timely fashion to all 
time-critical messages that may be received is a function 
of several factors, including the number of tasks in the 
task set, the average number of CPU cycles needed to 
execute a task in the task set and the processing power 
of the CPU itself. 

20 Typically, the average number of CPU cycles per task is 
determined by the routing protocol being run by the 
router, while the processing speed of the CPU is bounded 
above by the state of CPU technology at the time the 
router was designed or manufactured. Hence, for a given 

25 routing protocol and a given CPU processing speed, the 
responsiveness of a router will depend chiefly on the 
number of tasks in the task set, which is a function of 
the rate at which received messages are received. Since 
the rate of received messages is a function of the number 

30 of neighbour nodes with which the router may exchange 
information via a set of communication ports, it follows 
that the ability of a router to respond in a timely 




Page 2 



r/ 

18-Oct-OI 14:45.. From^FETHERSTONAUGH CO +514-954-1396 T-991 P. 11/59 F-254 



fashion to received messages is proportional to the 
namber of communication ports in use. 

In conventional routers, for a given routing protocol 
5 (such as OSPF, for example), the CPU is sufficiently fast 
and the number of ports sufficiently low (e.g., 8 to 16) 
to allow the router to respond to most received messages 
in a timely fashion. However, a significant increase in 
the number of ports (e.g,, to several thousand or more) 
10 would result in a severe drop in responsiveness of 
^ conventional rourers given their present-day design. 

This would lead to a greater proporticn of time-critical 
messages not being responded to wirhin a maximum 
acceptable delay, which would cause neighbouring nodes to 
15 assume that the router is not alive. This, in turn, 
would cause the emission of even more messages by the 
neighbouring nodes, which would not only cause more tasks 
to be added to the ever-growing task set, but would 
consume valuable network bandwidth as well. 

20 

Clearly, it would be advantageous to provide a router 
with the capability of responding to time-critical 
messages as rhe router is scaled to a large number of 
poms, without having to redesign the routing protocol or 
25 wait for future advances in CPU performance. 

SUMMARY OF THE INVENTION 

The present invention endeavours to solve this problem by 
30 providing a method of executing a set of tasks, which 
operates on a principle of controlled task suspension. 
The method begins by selecting an incomplete task in the 



Page 3 



19-Oct-Ol 14:45 • FromnFETHERSTONAUGH CO +514-954-1396 T-991 P. 12/58 F-254 



3et and either starting its execution (if it was not 
previously suspended) or resuming its execution (if it 
was previously suspended) . An execution timer is also 
started. If the selected task completes before expiry of 
5 the execution timer, the selection process is 
reinitiated. If the selected task is not complete by the 
time the execution timer expires, then the selected task 
is suspended, and the selection process is reinitiated. 



Clearly, if at the time of suspending the selected task, 
there is no other incomplete task in the set, then the 
selected task is automatically re-selected and resumed. 
However, if there is at least one other incomplete task 
in the set (i.e., if there is a total of at least two 
incomplete tasks in the set), then the selection process 
may be based on a criterion, such as: how recently each 
task has become a member of the set; an expected duration 
for each task; a priority associated with each task; the 
number of times that each task has been previously 
suspended; or how long ago each task was first suspended. 
A random function could also be used in the selection 
process. 

In this way, processing of a lengthy or lower-priority 
25 task can be pre-empted by processing of a shorter or 
higher-apriority task, the completion of which may be 
required in order to allow the router to respond in a 
timely fashion to certain types of messages in the 
context of a routing protocol. 

30 

The method may also involve recognizing that a new 
version of an existing task already in the task set has 
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been added thereto. In such a case, the older version is 
removed from the task set even if it is not yet complete. 
Such purging action has the advantage of allowing more 
efficient processing of the remaining incomplete tasks in 
5 the task set. 

Therefore, according to a broad aspect, the invention 
provides a method of executing a set of at least one 
incomplete task. The method includes selecting an 
incomplete task from the set; resetting an execution 
timer having an expiry condition; advancing execution of 
the selected task until the earlier of (i) completion of 
the selected task and (ii) expiry of the execution timer; 
and upon expiry of the execution timer prior to 
completion of the selected task, suspending execution of 
the selected task. 

The invention may be embodied in a processor readable 
medium containing a software program comprising 
20 instructions for a processor to implement the above 
method. Furthermore, the invention may be embodied in a 
processing platform programmed for implementing the above 
method. 

25 According to another broad aspect, the invention may be 
summarized as an apparatus, including a memory for 
storing a task set; a task scheduler for adding 
incomplete tasks to the task set; and a task processor 
for executing incomplete tasks in the task set by 

30 selecting an incomplete task from the set; resetting an 
execution timer having an expiry condition; advancing 
execution of the selected task until the earlier of (i) 
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completion of the selected task and (ii) expiry of the 
execution rimer; and upon expiry of the execution timer 
prior to completion of the selected task, suspending 
execution of the selected task- 

5 

These and other aspects and features of the present 
invention will now become apparent to those of ordinary 
skill in the art upon review of the following description 
of specific embodiments of the invention in conjunction 
10 with the accompanying drawings. 



U BRIEF DESCRIPTION OF THE DRAWINGS 

m 

y In the accompanying drawings; 

O Fig- 1 shows, in block diagram form, ci device equipped 

with a task scheduler for adding tasks i:o a task set and 
a task processor for processing tasks in the task set; 

20 Fig. 2 shows operational steps in a task processing 
algorithm executed by the task processor, in accordance 
with an embodiment of the present invention; 

Figs, 3A and 3B illustrate an example chronology of task 
25 processor activity and evolution of the task set, when 
the algorithm of Fig- 2 is used; and 

Figs. 4A and 4B illustrate an example chronology of task 
processor activity and evolution of the task set, when a 
30 variation of the algorithm of Fig. 2 is used. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
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With reference to Fig. 1, there is shown a router control 
processing module 12 foriciing part of a router 10 that 
also has a switching entity 14. The router control 
5 processing module 12 is adapted to enable the router 10 
to participate in a routing protocol with other routers 
and neighbouring nodes to which the router 10 is 
connected via a plurality of interfaces 16 (also referred 
to as ''ports")- In the illustrated embodiment, not to be 
^ 10 taken as limiting, the router control processing module 
12 includes an input entity 110, an output entity 120, a 
task scheduler 130, a memory for sT:oring a task set 140, 
and a task processor 150. In one embodiment, the memory 
for storing the task set 140 is accessible by both the 
3 15 task scheduler 130 and the task processor 150. In 

Q specific non-limiting example embodiments, the task set 

140 may take the form of a list, a buffer, a linked list, 

. IT 

Q a database, a list of pointers to a database, etc. 

20 The task scheduler 130 comprises suitable circuitry, 
software and/or control logic for receiving, decoding 
and/or recognizing messages received from neighbouring 
nodes at the input entity 110 of the control processing 
module 12. The input entity 110 may simply consist of a 

25 port, or it may include additional hardware and/or 
software functional elements. Messages received from 
neighbouring nodes may include messages required to allow 
the router 10 to actively participate in one or more 
routing protocols. The types of messages that may be 

30 received include time-critical messages (i.e., requiring 
a timely response), as well as non-time-critical messages 
that do not necessarily require a rapid response but 
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instead require processing to be performed to varying 
levels of intensity. 

The task scheduler 130 comprises suitable circuitry, 
5 software and/or control logic for adding one or more 
tasks to the task set 140 corresponding to each type of 
received message. In addition, the task scheduler 130 
may be adapted to add tasks to the task set 140 as a 
function of an internal mechanism such as a timer. Thus, 
10 the addition of tasks to the task set 140 by the task 
^ scheduler 130 may be event-driven, synchronized, 

asynchronous or a combination thereof. 



By way of example, the routing protocol may be BGP4 
^ 15 (Border Gatway Protocol, version 4), 0S1?F (Open Shortest 

P Path First) or IS-IS (Intermediate System to Intermediate 

System) . An example of a time-critical message is an 
™ OSPF Hello" packet . An example of a non-time-critical 

H message is an OSPF Link State Advertisement (LSA) update , 

20 An example of a task associated with a time-critical 
message includes a response to an OSPF hellp message. An 
example of a task associated with a non-time-critical 
message includes an OSPF LSA linked list update. An 
example of a task not associated with a given received 
25 message includes the OSPF algorithm itself. 

The task processor 150 comprises a central processing 
unit (CPU) and any other suitable circuitry, software 
and/or control logic required for accessing the task set 
30 140, causing the execution of individual tasks in the 
task set 140 and either removing tasks from the task set 
140 upon their completion or marking them as complete. 
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In order to avoid situations such as the one in which 
execution of a first task would delay execution of a 
second task to a point beyond which the delay would cause 
a neighbouring node to conclude that zhe router 10 is 
5 malfunctioning, the task processor 150 runs a task 
processing algorithm that is now described with reference 
to Fig. 2. 

Specifically, the task processing algorithm begins at 
Q 10 step 210 by selecting an incomplete task from the task 
set. This may be achieved on the basis of a criterion, 
^ such as how recently each task has become a member of the 

set, an expected duration for each task, a priority 
associated with each task, the number o:: times that each 
15 task has been previously suspended or how long ago each 
task was first suspended. Still other criteria may be 
used to aid in selection of the next incomplete task to 
be advanced towards completion. 

20 Once an incomplete task is selected from the task set, 
the task processing algorithm proceeds to step 220, where 
an execution timer is reset. The execution timer has an 
associated expiry condition- The expiry condition may be 
a pre-determined period of time (e.g., microseconds, 
25 milliseconds, etc) or a pre-determined number of clock 
cycles. In other embodiments, the expiry condition may 
be a pre-determined degree or increment of completion of 
the selected task. In any event, execution of the 
selected task continues until either th€5 execution timer 
30 expires or the selected task is completed, whichever 
comes first. 
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At step 230, following resetting of the execution timer, 
execution of the selected task is advanced- Of course, 
in the alternative, the execution timer could be reset 
slightly after the commencement of execution of the 
5 selected task at step 230. The task processor 150 will 
have knowledge of whether each task in the set of tasks 
has been previously suspended or is a new task. This 
knowledge may be gained from the task set itself, which 
may contain a "level of completeness'' field associated 
10 with each task, which indicates the degree to which the 
task in question has been completed. For example, if the 
level of completeness of a particular task is zero, this 
would be indicative of the particular task being a ''new'' 
task, 

15 



20 



O cRse where the selected task has been suspended at 

least once before, advancing execution of the task 
signifies resuming execution of the selected task, so 
that the task is brought closer to completion. If, on 
the other hand/ the selected task is a new task (i.e., it 
has never before been suspended) , advancing execution of 
the selected task signifies beginning execution of the 
task. 

25 In Fig. 2, steps 240 through 270 indicate that execution 
of the selected task continues until the earlier of (i) 
completion of the selected task or (ii) expiry of the 
execution timer. Accordingly, during execution, step 240 
consists of verifying whether the selected task has 
30 finished. This knowledge may be gained from the task set 
by consulting the ''level of completeness'' field 
associated with the selected task. Alr^ernatively, this 
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knowledge may be gained by monitoring a globally 
accessible variable which is modified upon completion of 
the selected task. 

If step 240 reveals that selected task has indeed 
completed, then, at step 250, the selected task is 
removed from the task set 140, Removal of the completed 
task from the task set 140 may be performed directly by 
the task processor 150. Alternatively, the task 

processor 150 may issue a command to the task scheduler 
130, which may itself effect removal of the task from the 
task set 140. Following removal of the completed task 
from the task set 140, the task processing algorithm 
returns to srep 210, where the selection of an incomplete 
task is performed de novo. It should be appreciated that 
removal of a completed task from the task set 140 is an 
optional step. It is within the scope of the present 
invention for a completed task to remain in the task set 
14 0, but to indicate in rhe ''level of co:rapleteness" field 
that the task is 100% complete. This ensures that they 
will not be considered as incomplete tasks during the 
following pass through step 210, 

On the other hand, if step 240 reveals that the selected 
25 task has not yet terminated, then the task processing 
algorithm proceeds to step 260, where it is determined 
whether the execution timer has expired. If the 

execution timer has not expired, the task processing 
algorithm returns to step 230, where execution of the 
30 selected task is further advanced towards completion. 
However, if the execution timer has indeed expired, then 
the task processing algorithm proceeds to step 265, where 
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the rask srate and/or CPU stare (more generally/ the 
''context") is saved. This is followed by step 270, where 
the selected task is suspended. Subsequently, the task 
processing algorithm returns to step 210, where an 
5 incomplete task is again selected from those tasks in the 
rask set 140 that are incomplete. 



The above-described behaviour allows each task to be at 
least partially executed within a relatively short time 
10 after being added ro the task set 140, despite the fact 
that the rask processor 150 may have been busy performing 
£1 another task at the rime the rask was added to the task 

ser 140. Since time-critical messages tend to be 
associated with shorter tasks, ir should therefore be 
15 appreciated that the task processor 150 enables the 
router to handle time-critical messages, even if the task 
processor 150 has a large amount of background processing 
to perform- 
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20 This advantageous behaviour may be better understood with 
reference now to a specific example, illustrated in Figs. 
3A and 3B, wherein is shown an example chronology 
involving the addition of tasks by the task scheduler 
130, the activity of the task processor 150 (in 

25 accordance with the task processing algorithm of Fig. 2) 
and the srate of the rask set 140, at various times. It 
is assumed that the rask set 140 is empty prior to TIME = 
0 ms. 

30 At TIME = 0 ms , rhe task scheduler 130 adds task Tl to 
the task set 140, This may be prompted by receipt of a 
message or through an internal mechanism. It should be 
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appreciated that task Tl (as is the case with each other 
task) will, of course, have a duration, but the task 
scheduler 130 does not necessarily know, in advance, the 
duration of any particular task. (In this particular 
5 example, the duration of task Tl is 3 ms and it is 
assumed, for purposes of illustration., that the task 
scheduler 130 does not know this fact when adding it to 
the task set 140.) As part of the task processing 
algorithm, the task processor 150 executes step 210, 
10 whereby it selects Tl as the task to start executing, 
which is the only task currently in the task set 140. 
The task processor 150 also resets the execution timer at 
tM step 220. (In this particular example, the execution 

timer has a fixed duration of 5 ms.) Aj.so, at step 230, 
» 15 the task processor 150 begins execution of the selected 

task which, in this case, is task Tl. 

g At TIME - 1 ms , task Tl is not complete and the execution 

timer has not expired. Therefore, at step 230, the task 
20 processor 150 continues execution of task Tl. 

At TIME as 2 ms , task Tl is not complete and the execution 
timer has not expired. Therefore, at step 230, the task 
processor 150 continues execution of task Tl, Meanwhile, 
25 the task scheduler 130 adds a second task, T2, to the 
task set 140, The duration of task T2 iis 16 ms, but this 
fact may not be known in advance to the task scheduler 
130 or task processor 150. The state of the task set 140 
at TIME = 2 ms is that it contains task Tl (which is 2/3 
30 of the way to completion) and task T2 (which has not yet 
been started) . 
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At TIME = 3 ms , task Tl is complete and, as a result, the 
task processor 150 executes step 250 to remove task Tl 
from the task set . (or otherwise signal completion of the 
task Tl) . Since the only other task in the task set 140 
5 is task T2, the task processor 150 has no difficulty in 
selecting, at step 210, task T2 as the next task to be 
started. At step 220, the task processor 150 resets the 
execution timer and, at step 230, begins execution of 
task T2. 

10 

At TIME - 4 ms , task T2 is not complete and the execution 
timer has not expired. Therefore, at step 230, the task 
processor 150 continues execution of task T2 . 

15 At TIME = 5 ms , task T2 is not complete and the execution 
rimer has not expired- Therefore, at step 230, the task 
processor 150 continues execution of task T2, 

At TIME ^ 6 ms , task T2 is not complete and the execution 
20 timer has not expired. Therefore, at step 230, the task 
processor 150 continues execution of task T2 . 

At TIME = 7 ms , rask T2 is not complete and the execution 
timer has nor expired. Therefore, at step 230, the task 
25 processor 150 continues execution of task T2 • 

At TIME = 8 ms . task T2 is still executing but the 
execution timer has expired. Consequently, ar step 265, 
the task processor 150 saves the state o:: task T2 and,, at 
30 step 270, suspends task T2. The task processor 150 then 
verifies the task set 140 and determines that task T2 is 
the only task in the task set 140. Thus, the task 



q 
CO 

5 

UJ 

o 

''0 

o 



Page 14 



19-0ct-01 14:47 ■ From-FETHERSTONAUCH CO +514-954-1396 T-991 P.23/58 F-254 



m 
U 



processor 150 has no difficulty in selecting, at step 
210, task T2 as the next task to be furthered towards 
completion. At step 220, the task processor 150 resets 
the execution timer and, at step 230, restores the state 
5 of task T2 and resumes execution of this task.- 

At TIME 9 ms , task T2 is not complete and the execution 
timer has not expired. Therefore, the task processor 
150, at step 230, conrinues execution of task T2. 

O 10 

At TIME = 10 ms , task T2 is nor complete and the 
execution timer has not yet expired. Therefore, at. step 
230, the task processor 150 continues execution of task 
T2. Meanwhile, the task scheduler 130 adds another task, 
s 15 T3, to the task set 140, The duration of task T3 is 13 

^ milliseconds, but this fact may not be known in advance 

N= to the task scheduler 130 or to the taisk processor 150. 

The state of the task set 140 at TIME = 10 ms is such 
that it contains task T2 (which is 7/16 of the way to 
20 completion) and task T3 (which has not yet been started) . 

At TIME = 11 ms , task T2 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execu-:ion of task T2, 
25 Meanwhile, the task scheduler 130 adds yet another task, 
T4, to the task set 140 » The duration of task T4 is 4 
ms, but this fact may not be known in advance to the task 
scheduler 130 or to the task processor 150. The state of 
the task set 140 at TIME === 11 ms is such that it contains 
30 task T2 (which is 8/16 of the way to completion), task T3 
(which has not yet been started) and task T4 (also not 
yet started) . 
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At TIME = 12 ms / task T2 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T2. 

5 

At TIME = 13 mg , task T2 is still executing but the 
execution timer has now expired. Consequently, the task 
processor 150 saves the state of task T2 at step 265 and 
suspends task T2 at step 270. The task processor 150 
O 10 then verifies the task set 140 and determines that the 
^ task set 140 contains tasks T2, T3 and T4 . The task 

ffl processor 150 executes step 210, consis-ing of selecting 

Mr 

^ one of the tasks in the task set 140 for which processing 

® shall be advanced. Since there is more than one 

W 

^ 15 incomplete task in the task set 14C, the selection 

process . takes place. The selection process is based on a 
criterion, such as how recently each task has become a 
^ member of the task set 140, an expected duration for each 

M, task, a priority associated with each task, the number of 

20 times that each task has been previously suspended, how 
long ago each task was first suspended or even a random 
number . 

In this particular case, the applied rrriterion is the 
25 number of times that each task has previously been 
suspended. Thus, the selected task will be the one which 
has been suspended the least number of times; if two or 
more tasks have been suspended the least number of times, 
then the order in which each task became a member of the 
30 task set 140 is considered to be the selection criterion. 
Considering the tasks currently in the task set 140 at 
TIME = 13 ms, it is noted that both casks T3 and T4 have 
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been suspended the least number of times (i-e^ zero). 
However, task T3 joined the task set 140 prior to task T4 
and thus the step of selecting a task eit step 210 will 
result in selection of task T3 as the next task to be 
5 advanced towards completion. At step 220, the task 
processor 150 resets the execution timer and, at step 
230, begins execution of task T3. 

At TIME = 14 itts , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3- 

At TIME = 15 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3, 

At TIME = 16 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3. 

At TIME = 17 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3, 

25 At TIME = 18 ms , task T3 is still executing but the 
execution timer has expired. Consequently, at step 265, 
the task processor 150 saves the state of task T3 and, at 
step 270, suspends this task. The task processor 150 
then verifies the task set 140 and determines that the 

30 task set 140 contains tasks T2, T3 and T4, The task 
processor 150 executes step 210, consisting of selecting 
one of the tasks in the task set 140 for which processing 
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Shall be advanced. Applying the same criterion as 
before, it is noted that task T4 has been suspended the 
least number of rimes (i.e., zero). Therefore, the step 
of selecting a task at step 210 will result in selection 
5 of task T4 as the next task to be advanced towards 
completion. At step 220, the task processor 150 resets 
the execution timer and, at step 230, begins execution of 
task T4 , 

10 At TIME = 19 ms , task T4 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T4. 

At TIME - 20 ms , task T4 is not complete and the 
15 execution timer has not expired. Therefore, at step 230, 
the task processor 150 conrinues execution of task T4 . 

At TIME = 21 ms , task T4 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
20 the task processor 150 continues execution of task T4- 

At TIME ~ 22 ms , task T4 is complete and, as a result, 
the task processor 150 executes step 250 to remove task 
T4 from the task set 140. The task set 140 now contains 

25 only tasks T2 and T3. The task processor 150 executes 
step 210, consisting of selecting one of the tasks in the 
task set 140 for which processing shall be advanced. 
Applying the same criterion as before, it is noted that 
task T3 has been suspended the least number of times 

30 (i.e., once). Therefore, the step of selecting a task at 
step 210 will result in selection of task T3 as the next 
task to be advanced towards completion. At step 220, the 
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task processor 150 resers the execution timer and, at 
step 230, restores the state of task T3 and resumes 
execution of this task. 

5 At TIME = 23 ms , task T3 is not complete and the 
execution timer has not expired- Therefore, at step 230, 
the task processor 150 continues execution of task T3, 

At TIME g 24 ms , task T3 is not complete and the 
% 10 execution rimer has nor expired. Therefore, ar step 230, 
S the task processor 150 continues execution of task T3. 

m 



0 



f 



At TIME = 25 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
15 rhe task processor 150 continues execution of task T3. 

At TIME = 26 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of rask T3. 

20 

At TIME - 27 ms , task T3 is srill executing but the 
execution timer has now expired. Consequently, the task 
processor 150 saves the state of task T3 and step 265 and 
suspends this rask T3 at step 270. The task processor 

25 150 then verifies the task set 140 and determines that it 
contains. tasks T2 and T3. Applying the same criterion as 
before, it is noted that both tasks T2 and T3 have been 
suspended the same number of times (i.e., twice) - 
However, task T2 joined the task set 140 prior to task T3 

30 and thus the step of selecting a task at step 210 will 
result in selection of task T2 as the next task to be 
advanced towards completion. At step 220, the task 
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processor 150 resets the execution timer and, at step 
230, restores the srate of task T2 and resumes execution 
of rhis task- 

5 At TIME = 28 ms / task T2 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T2 . 

At TIME = 29 ms , task T2 is not complete and the 
2 10 execution rimer has nor expired. Therefore, at step 230, 
-5 the task processor 150 continues execution of task T2. 

5 At TIME = 30 ms , task T2 is not complete and the 

execution timer has not expired. Therefore, at step 230, 
15 the task processor 150 conrinues execution of task T2- 



m 



At TIME = 31 ms , task T2 is not complete and the 
O execution timer has not expired. Therefore, at step 230, 



20 



the task processor 150 continues execution of task T2 , 



At TIME = 32 ms , rask T3 is still executing but the 
execution rimer has expired. Consequently, rhe task 
processor 150 saves the stare of rask T3 and step 265 and 
suspends this task at step 270. The task processor 150 

25 then verifies rhe task set 140 and determines that the 
task set 140 contains tasks T2 and T3, Applying the same 
criterion as before, it is noted that task T3 has been 
suspended the least number of times (i.e,, twice) - 
Therefore, the step of selecting a task at step 210 will 

30 result in selection of task T3 as the next task ro be 
advanced towards completion. At step 220, the task 
processor 150 resets the execution timer and, at step 
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230, restores the state of task T3 and resumes execution 
of this task. 

At TIME = 33 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3. 

At TIME = 34 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3. 

At TIME = 35 ms , task T3 is complete and, as a result, 
the task processor 150 executes step 250 to remove task 
T3 from the task set. Since the only other task in the 
task set 140 is task T2, the task processor 150 has no 
difficulty in selecting, at step 210, task T2 as the next 
task to be advanced towards completion. At step 220, the 
task processor 150 resets the executio:a timer and, at 
step 230, restores the state of task T2 and resxames 
execution of this task. 

At TIME = 36 ms , task T2 is complete and, as a result, 
the task processor 150 executes step 25 3 to remove task 
T2 from the task set 140. Since there are no other tasks 
25 in the task set 140, the task processor 150 does nothing 
until an incomplete task appears in the task set 140. 

The above-described behaviour allows relatively short 
tasks (such as, e.g., tasks Tl and T4) to be executed 
30 within a relatively short time after being added to the 
task set, despite the fact that the task processor 150 
may have been busy performing another i:ask at the time" 
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the task is added to the task set 140, Since time- 
critical messages tend to be associated with the shorter 
tasks, it should therefore be appreciared that the task 
processor 150 enables the router to handle time-critical 
5 messages, even if the task processor :.50 has a large 
amount of background processing to perform. 

It should also be appreciated that in some embodiments, 
the same task as one that is already in the task set 140 

10 may re-appear in the task set 140 at a Later time- For 
example^ in the case where a routing table update is to 
be performed, such an updated may be required at regular 
or sporadic intervals- Each time a routing table update 
is to be performed, the most recent topological 

15 information about the network is used. Thus, a routing 
table update initiated at the present time will be more 
up-to-date than a routing table update that was begun 
several milliseconds ago. If, at time T, the task 
processor 150 is busy performing a routing table update 

20 (as the result of beginning execution of a task at a time 
T-i), and if a task initiating another routing table has 
just appeared in the task set 140, then it is a waste of 
processing power for the task processor 150 to continue 
executing the ongoing routing table update, since it will 

25 have to spend time re-executing a routing table update 
upon completion of the ongoing routing table update and 
also since the new routing table update will supersede 
the ongoing routing table update, 

30 Hence, it would be advantageous to be able to recognize 
when a particular task in the task set 140 is a new 
version of an existing task in the task set 140 and, 
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10 



20 



furthermore, to remove the older {i,e-, ''stale") version 
of the task from the task set 140. Accordingly, in a 
variation of the task processing algorithm of Fig. 2, the 
task processor performs an additional step (step 280, 
shown in dotted outline in Fig. 2) whereby this very 
action is performed. Removal of the older version of the 
affected task may be effected by the ta.5k processor 150 
either directly (by accessing the task set 140) or 
indirectly (via the task scheduler 130)- 



yj A specific example of this added advantageous behaviour 

may be better understood with reference now to Figs. 4A 
W and 4B, wherein is shown an example chronology involving 

y the addition of tasks by the task scheduler 130^ the 

" 15 activity of the task processor 150 (in accordance with 
□ the task processing algorithm of Fig. 2, including step 

^ 280) and the state of the task set 140, at various times - 

Q It is again assumed that the task set 140 is empty prior 

to TIME = 0 ms. 



At TIME = 0 ms , the task scheduler 130 adds task Tl to 
the task set 140, This may be prompted by receipt of a 
message or through an internal mechanism. It should be 
appreciated that task Tl (as is the case with each other 

25 task) will, of course, have a duration, but the task 
scheduler 130 does not necessarily know, in advance, the 
duration of any particular task. (In this particular 
example, the duration of task Tl is 3 ms and it is 
assumed, for purposes of illustration, that the task 

30 scheduler 130 does not know this fact wnen adding it to 
the task set 140.) As part of the task processing 
algorithm, the task processor 150 executes step 210, 
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whereby it selects Tl as . the task to start executing, 
which is the only task currently in the task set 140, 
The task processor 150 also resers the execution timer at 
step 220. (In this particular example, the execution 
5 rimer has a fixed duration of 5 ms.) Also, at step 230, 
the task processor 150 begins execution of the selected 
task which, in this case, is task Tl, 

At TIME = 1 ms , task Tl is not complete and the execution 
10 timer has not expired. Therefore, at step 230, the task 
processor 150 continues execution of task Tl . 

At: TIME = 2 ms , task Tl is not complete and the execution 
timer has not expired. Therefore, at step 230, the task 

15 processor 150 continues execution of task Tl- Meanwhile, 
the task scheduler 130 adds a second task, T2, to the 
task set 140. The duration of task T2 is 11 ms, but this 
fact may not be known in advance to the task scheduler 
130 or task processor 150. The state of the task set 140 

20 at TIME = 2 ms is that it contains task Tl (which is 2/3 
of the way to completion) and task T2 (which has not yet 
been started) . 

At TIME = 3 ms , task Tl is complete and, as a result, the 
25 task processor 150 executes step 250 to remove task Tl 
from the task set. Since the only other task in the task 
set 140 is task T2, the task processor 150 has no 
difficulty in selecting, at step 210, tasik T2 as the next 
task to be started. At step 220, the task processor 150 
30 resets the execution tinier and, at step 230, begins 
execution of task T2. 
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At TIME = 4 ma , rask T2 is not complete and rhe execution 
timer has not expired- Therefore, at step 230, the task 
processor 150 continues execution of task T2 , 

5 At TIME = 5 ms , task T2 is not complete and the execution 
timer has not expired- Therefore, at step 23Q, the task 
processor 150 continues execution of task T2 • 

At TIME s= 6 las , task T2 is not complete and the execution 
10 timer has not expired. Therefore, at step 230, the task 
processor 150 continues execution of task T2 , 

At TIME = 7 ms, task T2 is not complete end the execution 



fQ timer has not expired. Therefore, at step 230, the task 



15 processor 150 continues execution of task T2 



H At TIME = 8 ms , task T2 is still executing but the 

H execution timer has expired. Consequently, at step 265, 

the task processor 150 saves the state of task T2 and, at 
H 20 step 270 suspends this task. The task processor 150 then 
verifies the task set 140 and determines that task T2 is 
the only task in the task set 140. Thus, the task 
processor 150 has no difficulty in selecting, at step 
210, task T2 as the next task to be furthered towards 
25 completion. At step 220, the task processor 150 resets 
the execution timer and, at step 230, restores the state 
of task T2 and resumes execution of this task- 

At TIME g 9 ms , task T2 is not complete- and the execution 
30 timer has not expired. Therefore, the task processor 
150, at step 230, continues execution of task T2 , 
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At TIME = 10 ms / task T2 is not complete and rhe 
execution timer has not yet expired. Therefore, at step 
230, the task processor 150 continues execution of task 
T2. Meanwhile, the task scheduler 130 adds another task, 
5 T3, to the task set 140. The duration of task T3 is 13 
ins, but this fact may not be known in advance to the task 
scheduler 130 or to the task processor 150. The state of 
the task set 14 0 at TIME = 10 ms is such that it contains 
task T2 (which is 7/11 of the way to completion) and task 
10 T3 (which has not yet been started) . 



£1 At TIME = 11 ms , task T2 is not complete and the 

^ execution timer has not expired. Therefore, at step 230, 

y the task processor 150 continues execution of task T2. 

^. 15 Meanwhile, the task scheduler 130 adds a new version of 

a task T2 to the task set 140. For example, task T2 may 

represent computation of a routing table, which is to be 
□ re-executed based on all new information received about 

^"■^ the network topology since the last time the routing 

20 table was computed. The duration of the new version of 
task T2 is 11 ms (as was the case with the old version of 
task T2); again, this fact might not be known in advance 
to the task scheduler 130 or task processor 150. The 
state of the task set 140 at TIME = 11 ms is such that it 
25 contains the old version of task T2 (which is 8/11 of the 
way to completion), task T3 (which has not yet been 
started) and the new version of task T2 (also not yet 
started) . 

30 At TIME = 12 ms . the old version of task T2 is not 
complete and the execution timer has not yet expired. 
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Therefore, at step 230, the task processor 150 continues 
execution of the old version of task T2.. 

At TIME = 13 mg , the old version of task T2 is still 
5 executing but the execution timer has now expired. 
Consequently, at step 265, the task processor 150 saves 
the state of the old version of task T2 and, at step 270, 
suspends the old version of task T2. The task processor 
150 then executes step 280 which, in this case, consists 
^ 10 of removing the old version of rask T2 from rhe task set 

g 140. Next, at step 210, the task processor 150 verifies 

U the task set 140, determines that the task set 140 

contains task T2 (new. version, subscript* hereinafter 
omitted) and task T3, and seleccs one of these tasks as 
15 the one for which processing shall be advanced. 



O 



%3 



Since there is more rhan one incomplete task in the task 
set 140, the selection process is based on a criterion, 
such as a random number, or how recen'ily each task has 

20 become a member of the task set 140, or an expected 
duration for each task, or a priority associated with 
each task, or the number of times that each task has been 
previously suspended or how long ago each task was first 
suspended, etc. In this particular case, the applied 

25 criterion is the number of times that each task has been 
suspended. Thus, the selected task will be the one which 
has been suspended the least number of times; if two or 
more tasks have been suspended the least number of times, 
then the order in which each task became a member of the 

30 task set 140 is considered to be the selection criterion. 
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Considering the tasks currently in the task set 140 at 
time 13 ms, it is noted that both task T3 and the new 
version of task T2 have been suspended the least number 
of times (i.e., zero). However, task T3 joined the task 
set 14 0 prior to the new version of task T2 and thus the 
step of selecting a task at step 210 will result in task 
T3 being selected as the next task to be advanced towards 
completion. At step 220, the task processor 150 resets 
the execution timer and, at step 230, begins execution of 



a 10 task T3. 

y3 



At TIME == 14 ms , task T3 is not complete and the 
execution timer has not yet expired. Therefore, at step 
230, the task processor 150 continues execution of task 
15 T3. 

At TIME = 15 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3, 

20 

At TIME = 16 ma , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3. 

25 At TIME = 17 ms , task T3 is not complete and the 
execution timer has not expired. Therefore, at step 230, 
the task processor 150 continues execution of task T3. 



30 



At TIME g 18 ms , task T3 is still executing but the 
execution timer has expired. Consequently, at step 265, 
the task processor 150 saves the state of task T3 and, at 
step 270, suspends this task. The task processor 150 
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..en verifies .he .as. se. 140 .ad d^.e^ines t... .he 
tasK set 140 contains tasks 12 and T3. The tas. 

^ nn consisting of selecting 
processor 150 executes step 210, consisting 

one of the tas.s in the tasU set 140 for which processing 
..all he advanced. .PPi^i". sa.e criterion as 

.efore, it is noted that tas. T2 has Z-^-/;; 

,i ^ 7t^Ta) Therefore, the srep 
least number of times (i.e., zero). 

v = step 210 will result in task T2 

of selecting a task at srep ^-i.^ 

novt- task to be advanced towards 
being chosen as the next task 

! .on At step 220, the task processor 150 resets 
the execution timer and, at step 230, begins execution of 
(the new version of) task T2. 

- 1Q task T2 is not complete and the 

At TIME = 1° ''^^^ T;as«. j.,^^ 

'. Z7r, r,r,t- oxnired Therefore, at step 230, 

execution timer has not expirea. 

the task processor 150 continues execution of task T2. 

..M. = 20 ms , task T2 is not complete and the 

; f w^f exDired. Therefore, at step 

execution timer has not yet expirea. 

> 230, the task processor 150 continues execution of 



T2 . 



25 



.T^ = 21 ms , task T2 is not complete and the 
execution timer has not yet expired. Therefore, at step 
230 the task processor 150 continues execution of task 



T2, 



30 

T2. 



^ 22 ms , task T2 is not complete and the 
not yet expired. Therefore, at step 
230, the task processor 150 continues execution of task 
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in 



10 



15 



-.«^v- 1 ^0 saves the Sua^-e 

s«p 270, .uspen ^e.emln.. that the t.al. 

verifies the tas. set ^^^^ 
3et 140 contains tasks T2 a ^^^^^^ng one of the 

..eoutes step 210, consist.n, of ^"^^^^J 

u efi^i- 140 for which proces£>.Luy 
tasks in the task set „ „ before, it is 

AtsDlving the same criterion 
advanced ^^^^J „ been suspended once, 

noted that both tasks ^ ^^^^^^ 

- task ""JILore, the step of 

,„,„d Of ; „3..i. in selection of 

.elect.n, a task at step ,„„pl.tion. 

task T3 as the next task execution 

.t step 220, the task processor 150 esets 

timer and, at step 230, restores the ..tate 

resumes execution of this task. 

„ = 24 »s, task T3 is not complete and the 

Kt TIME - S* „,„,,ed Therefore, at step 

0 execution timer has not yet expired. 

230, the task processor 150 continues execution 



T3. 



25 



t-ask T3 is net complete and the 
A^^ ^ = . Therefore, at step 

execution timer has not yet expired. Thereto , 

nrocessor 150 continues execution of tasK 
230, the task processor 



T3. 



30 



^IME - 26 ms, task T3 is not complete and the 

£1 TIME ° Therefore, at step 

execution timer has not yet expired. ' 

i«^Q continues execution of tasK 
230, the task processor 150 contin c 



T3. 
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At TIME = 27 ms , rask T3 is not complete .and the 
execution timer has not yet expired. Therefore, at step 
230, the task processor 150 continues execution of task 
5 T3. 

At TIME = 28 ma , task T3 is still executing but the 
execution timer has expired. Consequently, at step 265, 
the task processor 150 saves the state of task T3 and, at 
y 10 step 270, suspends this task. The tasjk processor 150 
then verifies the task set 140 and determines that it 
contains tasks T2 and T3. Applying the ssame criterion as 
before, it is noted that task T3 has been suspended fewer 
times (once) than task T2 (twice) . Thus, the step of 
15 selecting a task at step 210 will result in task T2 being 
selected as the next task to be advanced to completion. 
At step 220, the task processor 150 resets the execution 
timer and, at step 230, restores the state of task T2 and 
resumes execution of this task. 



£ 

3 3 S 

hi 

00 



20 



25 



30 



At TIME ^ 29 ms , task T2 is not complete and the 
execution timer has not yer expired. Therefore^ at step 
230, the task processor 150 continues execution of task 

At TIME = 30 ms , task T2 is not complete and the 
execution timer has not yet expired. T'nerefore, at step 
230, the task processor 150 continues tixecution of task 
T2. 

At TIME = 31 ms , task T2 is not complete and the 
execution rimer has not yet expired. Therefore, at step 
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230, the task processor 150 continues execution of task 
T2. 

At TIME = 32 ms , task T2 is not complete and the 
5 execution timer has not yet expired. Therefore, at step 
230, the task processor 150 continues execution of task 
T2. 

At TIME = 33 ma , task T2 is still executing but the 
execution timer has expired. Consequently, the task 
processor 150 saves the state of task T2 and step 265 and 
suspends this nask at step 270. The task processor 150 
then verifies the task set 140 and determines that the 
task set 140 contains tasks T2 and T3- Applying the same 
criterion as before, it is noted that both tasks T2 and 
T3 have been suspended the same number of times (i.e., 
twice), but that task T3 has been in the task set 140 
longer than task T2 . Therefore, rhe step of selecting a 
task at step 210 will result in selection of task T3 as 
the next task to be advanced towards completion- At step 
220, the task processor 150 resets the execution timer 
and, at step 230, restores the state of task T3 and 
resumes execution of this task. 

25 At TIME = 34 m3 , task T3 is not complete and the 
execution timer has not yet expired. Therefore, at step 
230, the task processor 150 continues execution of task 
T3. 

30 At TIME = 35 ms , task T3 is not complete and the 
execution timer has not yet expired. Therefore, ats tep 
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230, the task processor 150 continues execution of task 
T3. 

At TIME = 36 ms , task T3 is complete and, as a result, 
5 the task processor 150 executes step 250 to remove task 
T3 from the task set. Since the only o'zher task in the 
task set 140 is task T2, the task processor 150 has no 
difficulty in selecting, at step 210, task T2 as the next 
task to be advanced towards completion. At step 220, the 
10 task processor 150 resets the execution timer and, at 
step 230, restores the state of task T2 and resumes 
execution of this task. 

At TIME = 37 ms , task T2 is complete and, as a result, 
15 the task processor 150 executes step 250 to remove task 
T2 from the task set 140, Since there are no other tasks 
in the task set 140, the task processor 150 does nothing 
until an incomplete task appears in the task set 140, 

20 Thus, it should be appreciated that by adding step 280, 
which may be performed at any time and • need not be 
performed immediately prior to the selection step (210), 
the task processor 150 is able to recognize when a 
particular task in the task set 140 is a new version of 

25 an existing task in the task set 140 and, furthermore, is 
able to cause removal of the older version of the task 
from the task set 140. Advantageously, "his frees up the 
task processor 150 and allows it to provide more 
efficient processing of the remaining tasks in the task 

30 set 140- 
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Of course, it should be understood that by '"removal" of a 
task from the task set, this is to be interpreted broadly 
as either physical deletion from merr.ory or a more 
abstract notion. For example, the concept of abstract 
5 "'^ removal" of a task from the task set 140 includes 
modifying a field in a record which represents a task to 
rhe effect that it may indicate that the task is complete 
rather than incomplete. 

It should be further understood that the task processing 
methods of the present invention may be applied to 
environments, other than routing protocol environments, 
where multiple tasks need to be processed. For example, 
the present invention may be applied to the situation in 
which mulriple software applications need to be processed 
by a centralized processing entity. 

Those skilled in the art should appreciate that in some 
embodiments of the invention, all or part of the 
f unctionaliry previously described herein with respect to 
task scheduling and task processing may be implemented as 
pre-programmed hardware or firmware elements (e.g., 
application specific integrated circuits (ASICs), 
electrically erasable programmable read-only memories 
(EEPROMs), etc.), or other related components. 

In other embodiments of the invention, all or part of the 
functionality previously described herein with respect to 
task scheduling and task processing may be implemented as 
30 software consisting of a series of program instructions 
for execution by a digital computer, including a 
processing unit and a memory connected by a communication 
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bus. Such memory includes data and the program 

instructions. The processing unit is adapted to process 
the data and the program instructions in order to 
implement the functional blocks described in the 
5 specification and for which the operation is depicted in 
the drawings • 

The program instructions could be stored on a medium 
which is fixed, tangible and readable directly by the 
computer system, (e.g., removable diskette, CD-ROM, ROM, 
or fixed disk) , or the program instructions could be 
stored remotely but transmittable to the computer system 
via a modem or other interface device (e.g., a 
communications adapter) connected to a network over a 
transmission medium. The transmission medium may be 
either a tangible medium (e.g., optical or analog 
communications lines) or a medium implemented using 
wireless techniques (e.g., microwave, infrared or other 
transmission schemes) . 

Those skilled in the art should further appreciate that 
the program instructions may be written in a number of 
programming languages for use with many computer 
architectures or operating systems. For example, some 
embodiments may be implemented in a procedural 
programming language (e.g., ''C") or an object oriented 
programming language (e.g., ''C++" or ''JAVA''). 

While specific embodiments of the present invention have 
30 been described and illustrated, it will, be apparent to 
those skilled in the art that numerous modifications and 
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variations can be made without departing from the scope 
of the invention as defined in the appended claims. 
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